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Abstract: Industrial control system (ICS) is related to the normal operation of national key infrastructure. With the in-
crease of system openness, industrial control systems are facing dual risks in the cyber domain and the physical domain. It
was no longer applicable to only conduct risk assessment on one aspect of safety or security. A risk assessment method for
the security integration of industrial control systems was proposed to address this. In the process of quantitative risk as-
sessment for security integration, risk propagation path analysis, calculation of the likelihood of risk propagation paths,
and quantification of the loss value of security risks are the key elements that affect the accuracy of the assessment.
Firstly, the method combined the respective advantages of Petri Net and the bow-tie model to analyze both security risk
propagation paths, safety risk propagation paths, and risk cross-domain propagation paths. Then, the expert knowledge,
trigonometric fuzzy number and centroid formula was used to calculate the possibility of safety risk propagation, and the
probability of information security risk propagation was calculated based on the vulnerability scoring system and correc-
tion function. Finally, based on the idea of mass factor, a quantitative model of key event loss was given. By quantita-
tively assessing the risk value of critical events, the effectiveness of the proposed methodology can be further validated in
a chemical plant simulation environment.
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F ARP Hip U3 id 55 12 #4) 3& 5 77 £ 42 20 PLC K 3% 3|
HMI R SR1E; 26 6 2 AL IR % 4% L R FH HMI
55 A B g9 MEAE 2 HMIT 2R 1) 1l 557 4608
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3(Py-P
(Py=Py) (1)
04 = 0.1 +0.1 - 0.025 _
3 %(0.4-0.1) '
P :PIZJ_PE+PUPM_PLPM:
? 3(I)U_I)L) (12)
0.05* +0.00125 _
Txo0o05 0025
P :PIZJ_PE+PUPM_PLPM:
’ 3(Py-Po)
0.15* - 0.045* + 0.014 625 - 0.0043875 _ (13)
3 % 0.105
0.0975

S e EIRTESELAE R, B R T IR
SR, BRI A B AT RENE LN SRR AL
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S 4% (AC, attack complexity) Nlow. FFR 7R
(PR, privilege required) A low. H /" H 3 (UI,
user interaction) Nnone, L, RJ GEME R E SRR 0
KADHFTR .

P_8.22XAVXAC><PR><UI_
= =

10
8.22 x 0.85 x 0.77 x 0.62 x 0.85
10

X F L, %1% F OpenPLC ¥ %% ] CVE-
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FiR e
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=0.28

8.22 x AV x AC x PR x Ul _
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822 x AV x AC x PR x Ul
P, = 10 -
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